USMSecure Wireless Network

Wireless Configuration for Windows 8 & 8.1

Configuring the Connection

Right click on the Wireless Network Connection icon on the right of the Task
Bar, then click Open Network and Sharing Center.

Troubleshoot problemns

i | . Cpen Metwork and Sharing Center

Click on “Set up a new connection or network”.

Network and Sharing Center = =

+ :‘- <« Network and Internet » Network and Sharing Center v & Search Control Panel pel

View your basic network information and set up connections
Centrol Panel Home

View your active networks

Ch dapter setti
ange adapter setings You are currently not connected to any networks.

Change advanced sharing
settings Change your networking settings

{‘ﬁ- Set up a new connection or network

Set up a broadband, dial-up, or VPN cqnnection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,




Click on “Manually connect to a wireless network”.

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.,

| Setup a new network
-af, Set up a new router or access point.

Manually connect to a wireless network
[Connect to a hidden network or create a new wireless profile)

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Click “Next”.

Enter information as follow.

Metwork name: | USMSecure

Security type: \WPA2-Enterprise

Encryption type: AES

Security Key: ["IHide characters

| Start this cennection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Click Next.



Click on “Change connection settings”.

& Manually connect to a wireless network

Successfully added USMSecure

= Change connection settings
Open the connection properties so that|l can change the settings.

Close

Ensure that the “Connect automatically when this network is in range” tick
box are checked.

USMSecure Wireless Network Properties u

Connection | Security

MName: USMSecure
S55ID: UsSMSecure
Metwork type: Access point

Metwork availability: Al users

| Connect automatically when this network is in range
[ Look for other wireless networks while connected to this network

[ Connect even if the network is not broadcasting its name (SSID)

care




Click on the “Security” tab.

USMSecure Wireless Network Properties

Connection ] Security

Security type: WPAZ-Enterprise W

Encryption type: AES w

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) W Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Click the "Settings" button next to "Microsoft: Protected EAP (PEAP)".



Untick the “Verify the server’s identity by validating the certificate” box.

Protected EAP Properties u

When connecting:

||:| Verify the server's identity by validating the certificate |

Connect to these servers {examples:srv1;erv2;. =Y. srv3Y. com):

Trusted Rook Certification Authorities:

W] AddTrust External CA Root A

[] Baltimore CyberTrust Root

[ class 3 Public Primary Certification Autharity

[] DigiCert Assured ID Root CA

[] igicert Global Root CA

|:| DigiCert High Assurance EV Root CA

[] pisc Soft Ltd W
< >

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:

Secured password (EAP-MSCHAFR v2) w Configure...

| Enable Fast Reconnect

[ |Enforce Network Access Pratection

[ Disconnect if server does nat present cryptobinding TLV
["]Enable Identity Privacy

o

Ensure that the “Enable Fast Reconnect” ” tick box are checked.
Click “Configure...”

Untick the “Automatically use my Windows logon name and password (and
domain if any)” box.

EAP MSCHAPv2 Properties “

When connecting:

] Automatically use my Windows logon name and
passwond (and domain if any).

Cancs




Ensure that the “Remember my credentials for this connection each time
I’'m logged on” tick box are checked. Click the "Advanced settings”.

USMSecure Wireless Network Properties H

Connection ] Security

Security type: WPAZ2-Enterprise b4

Encryption type: AES W

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) W Settings

[v|Remember my credentials for this connection each|
time I'm logged on

Advanced settings

care

Make sure “Specify authentication mode” is checked and set to “User
authentication”, then click “Save credentials”.

Advanced settings ﬂ

802.1x settings | 802, 11 settings

Spedify authentication mode:

User authentication v Save credentials

[ Delete credentials for all users

[ Enable single sign on for this network

@ Perform immediately before user logon
Perform immediately after user logon
10 =
v ;'a:llo';-.' additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Ganc




Enter your USM email account and password, then click OK.
Example: someone@usm.my / someone@student.usm.my
Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not legged on (for example, to download updates),

H | [ser name |

| Password

Cancel

You should now be connected to the USMSecure Wireless Network.

Additional Information

Walk-In WiFi Counter:

KaunterWiFi@PPKT (Main Campus)

Centre for Knowledge, Communication & Technology
Bangunan D37, Universiti Sains Malaysia

11800 USM, Pulau Pinang

If you require any further assistance or experience difficulties connecting to the
service contact the IT User Support ServisDesk@PPKT (Main Campus) on
04-653 4400 or servisdesk@usm.my




